Transferring the concept of tabletop exercises
into the legal domain
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Tabletop Exercises? hijL




Tabletop Exercises — Important Concepts

= Players, Player Characters (PCs)

= Non-Player Characters (NPCs), Personas

= Exercise Management (Dungeon Master ...)
= Scenario — Topic of the Exercise

= Injects — Things that happen

= Planned / ad-hoc, Optional/mandatory

=  Simulators

= QObserver




Why legal aspects matter in cyber security




New Use-Cases & Scenarios
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ew Technologies, Players and NPCs
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(New) Exercise Artificialities L

= Scenario complexity

= National characteristics

= Timing

= Required Players

= Maintaining stress

= Simulating technical expertize
= [nformation overload

= Happy ending
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Conclusion & Outlook




Contact: Peter Kieseberg

Institute of IT Security Research

St. Polten University of Applied Sciences
Campusplatz 1, 3100 St. Polten
peter.kieseberg@fhstp.ac.at
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