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Major impact
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Now and the Future
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New security challenges Al

Cleansing strategy 1

Model from
cleansed data
set 1

Data collected
from the real
world

Model from
cleansed data
set 2
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Stability & validity
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Privacy Control over data / models

Procurement
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Ubiquitous Al = What do we actually do? I

= What does the system do?

=  Am | currently using Al?

=  What risks arise?

= How do | deal with them?

= How do | make sensible decisions?

= Attribution problem
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Al Risk Management
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Data

I Business Data

= Not ever Al is the same!

Data Feature
Goals Ingestion Exploration Processing Selection
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= Black box vs. understanding Al

Model Training
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s i = Risk & technology assessment
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oae = Threat Intelligence

Maintenance Deployment

= Procurement vs. in-house development vs.
customisation




Data & Data Preparation

(Non-) intentional bias, quality

Data Cleansing

Data pre-processing

Reliable sources

Protecting valuable data

Dominant data pools / monopolies
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Models & transparency

Transparency
= Who trains? What/what is trained on?
= ChatGPT wrapper?

Patching
= Data and models

Reinforcement learning

Re- & Post-Processing

Logging and monitoring
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Procurement Ithill

Nutzungszeiten, Anzahl Datensdze ... )7 . L. . .
= How much in-house modification possible?
Bei Wir ualisierung:

4. Zuordrung des Containers zu giner physischen Masching oder siner Geo-Locatior méglich?
h.  Abschottungsmalinahmen zwischen den Containern?

= Aslight case of overselling ...

Source Code

Funktionalitdtsgarantie (macht die Komponente was sie soll oder ungewollt mehr?) hzw. = LLMsS eve ryWhere

Weiterentwicklungsméglichkeiten
Indikatoren Aufgaben Nicht-Aufgaben Erweiterbarkeit

1. Wird der Source-Code der Anwendung zur Verfiigung gestellt (auch bei Cloud und SaaS)?

! | = What do we buy?

Ja Mein
' } . .
Kann die Anwendung selbst kompiliert werden? Wer garantiert die Korrektheit? (v.a. en-premise} Fu” SyStem’ mOdel’ AI as a service ...
Jf Nein l
Sind dafiir spezielle geschlessene Module/Libraries Wie wird garantiert, dass Source Code und

notwendig? Compilat einander entsprechen? . WhO IS reSpOnS|b|er)
v v

Ja Nein

v

Auflistung notwendig. Kann in diese Einblick
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The future - Explorative scenario analysis 10
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Chances
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CISO can benefit

Time for risk management

Documentation =2 YSRYFUM

Thinking before deployment

Traceability for data — Questioning data

Creation of own Al components & Al security
industry
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Trustworthy vs. Controllable Al (oL

Key Requirements (HLEG) Characteristics (NIS)
iuman agency & oversight « - Valid & reliable
\ -
\ -
q - -
Technical robustness & R
- o Safe
safety S s
Sy
N~
N TS o
rivacy & data governance \\ =~ Secure & resilient
A
\
Transparency \\ Accountable & transparent

iversity, non-discrimination . .
¥ . Explainable & interpretable

& fairness

Environmental & societal

well-being Privacy-enhanced

Fair with harmful bias

Accountability managed
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Question of jurisdiction ihil
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Thank you very much
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